FOR OFFICIAL USE ONLY

DEPARTMENT OF THE AIR FORCE
HEADQUARTERS AIR FORCE NETWORK INTEGRATION CENTER (AFNIC)
SCOTT AIR FORCE BASE ILLINOIS 62225-5222

MEMORANDUM FOR AFNIC/EVSN

FROM: AFNIC/EV
203 West Losey Street, Room 2100
Scott AFB IL 62225-5222

SUBJECT: Software Certification for CerTest Version 5.x (Certification Termination Date
[CTD]: 2 Nov 14)

1. CerTest Version 5.x is hereby certified in accordance with (IAW) AFI 33-210 for use on
standard desktop systems connected to the AF-GIG and placed on the Air Force
Evaluated/Approved Products List (AF E/APL). This certification and associated CTD does not
apply to subsequent major application revisions. For example, version 6.x would not be
grandfathered under this certification.

2. CerTest Version 5.x is a computer-based testing and management application. It utilizes data
banks of test questions and generates specific tests and results which in-turn can be reported or
exported to certifying and validating authorities.

3. My decision is based on the validation of test data reviewed and tested by AFNIC/EVSN, and
documented in this certification. CerTest Version 5.x uses mobile code technology, which shall
be implemented in compliance with DoDI 8552.01 and configured according to DISA’s
guidance at https://powhatan.iiie.disa.mil/mcp/mcpdocs.html. Because CerTest Version 5.x
produces sensitive data, users and/or the local Information Assurance Officer shall ensure all
data is protected IAW AFSSI 8502. AFNIC/EVSN confirmed there are no high or medium risk
vulnerabilities and the product presents a low risk to the AF-GIG.

4. This certification is for this version, installed IAW the manufacturer’s installation
instructions. In addition, all applicable Time Compliance Network Orders for this product shall
be implemented according to AFI 33-138, Enterprise Network Operations Notification and
Tracking. This certification is not an Approval to Operate (ATO). Before this software can be
used on a system or enclave, the system or enclave ATO shall be updated to include this software
version. For questions or to obtain test data, my Information Assurance CA representative POC
is AFNIC/EVSC Customer Service Team, (618) 229-6294 (DSN 779-6294) or e-mail: afnic.ev-
ca-ct@us.af.mil.
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JOSEPH G. CRONIN, GS-15, DAF
Air Force Certifying Authority
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